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Doelstellingen

* Real-time detectie

* Multi-tenant

* Horizontaal schaalbaar
* Inzichtelijk voor de klant

e Kosten effectief

Uitdagingen

* Geen tooling op de endpoints

* Beperkte mogelijkheden voor detective in het netwerk
* Contractuele verplichtingen voor data vernietiging

* Niet iedere klant heft dezelfde risk appetite
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SECURITY MONITORING
SYSTEM

~ = » Analysis.
Security operations analysts can analyze
data from various sources and further
interrogate and triage devices of
interest to scope an incident.

Visibility. 4
By centralizing these various sources of
data into a security monitoring system,
the SOC gains actionable insight into
possible anomalies indicative of threat

activity.
S Action.

Based on findings, automated and manual
interventions can be made to include patching,
firewall modification, system quarantine or
reimage, and credential revocation.
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Mitre Att&ck Map

Initial Access Execution Persistence Privilege Defense Evasion Credential Access Discovery Lateral Collection Exfiltration Command And
Escalation Movement Control
10 items 31items 56 items 28 items 59 items 20 items 19 items 17 items 13 items 9 items 21items

ID: T1117
Tactic: Defense Evasion, Execution

Platfarm: Windows

Permissions Required: User, Administrator

Data Sources: Loaded DLLs, Process monitoring, Windows Registry, Process

command-line parameters - Process Discovery °

. Query Registry  SPared Webroot
SSH Hijacking
Taint Shared

Defense Bypassed: Process whitelisting, Anti-virus, Digital Certificate Validation

Contributors: Casey Smith

Version: 1.2
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Detectie door middel van statische regels

* Detecteert op basis van de inhoud van logs

* Qok op samenhang tussen log regels winsusplsa @ B
¢ A”een Vooraf bekende riSiCO’S - L:HI:. e uspicid ._I :L" -'_: _: 5 W _'- -- fferent user acce ] rl:n a single source system
* 300+ regels beschikbaar _ j
Nadelen

* Generiek, geen detectie op gedrag : =

count (UserName) by SourceWorkstation » 3

* Detecteerd geen onbekende technieken

donderdag 5 december 2019



m’rermox‘

Dynamische detectie

* Nog onbekende technieken

e Profilering

* DGA (Domain Generation Algorithms)
* Process execution chain
e TLS Certificaat eigenschappen

* Layer 3 en 4 communicatie

Nadelen
 Black-box

e Adveserial attacks

* Risico op hoog percentage false-positives en false-negatives
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Apache Metron — Streaming Analytics

Cybersecurity Platform (HDF, HDP, & Metron)
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SOC Anomaly detectie

e Risico profiel verschilt per medewerker en server

* Risico profiel verschilt per moment van de dag

Intermax SOC
» Stelt risico profiel op per medewerker en systeem
* Alerts op basis van afwijking in het risico profiel

* Alerts op basis van afwijking t.o.v. directe collega’s

Anomaly timeline

[

Mar 28 05:00 Mar3005:00 Apr0105:00 Apr0305:00 Apr0505:00 Apr0705:00 Apr0905:00 Apr1105:00 Apr1305:00 Apr1505:00 Apr1705:00

View by:  service.keyword ~ (Top 10 by max anomaly score)
app_4 .
Mar 28 05:00 Mar3005:00 Apr0105:00 Apr0305:00 Apr0505:00 Apr0705:00 Apr0905:00 Apr1105:00 Apr1305:00 Apr1505:00 Apr1705:00
Anomalies

sum(total) (metric-by-app) - service.keyword app_4 @
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Severity threshold: /), warning ~ Interval: Auto ~

time = max severity ©  detector - found for = influenced by = actual - typical = description~ jobID =
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Meer informatie:

* Anatomy of a Streaming Data Engineering Pipeline
https://medium.com/@laurencedaluz/anatomy-of-a-streaming-data-engineering-pipeline-c13c0211067e

e Getting Started with ATT&CK: Detection and Analytics
https://medium.com/mitre-attack/getting-started-with-attack-detection-a8e49e4960d0

* Real Time Threat Detection Through Network Analysis
https://www.researchgate.net/publication/336680779 Real Time Threat Detection Through Network Analysis

* https://attack.mitre.org/

* https://metron.apache.org/
* https://github.com/Neo023x0/sigma
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